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Getting started with Cloudfinder for Office 365 1

Sign up – New Cloudfinder user

In order to sign up for a Cloudfinder for Office 365 account, select Cloudfinder for Office 
365 from the Products dropdown menu on the Cloudfinder webpage. Click the Sign up 
button. 

Step 1 - Provide the following information
• Email
• Company
• Password
• Confirm password

Click the Proceed to Authorization button. A new 
Cloudfinder account is created. The next step is to au-
thorize Cloudfinder to access your Office 365 account.

Step 2 – Provide the following information
• SharePoint URL (Organization Team Site)
• Organization Admin email
• Organization Admin password

Please note that the admin should be a user with global 
administrative privileges in the Office 365 organization.



Cloudfinder for Office 365 | User Guide

November 2013

4

Sign up – Existing Cloudfinder user

In case you already have a Cloudfinder Account, you can add Office 365 as a new service. To 
do that, go to the Settings page, and click the Add service button.You will be redirected to a 
new window where you will need to enter information required to authorize Cloudfinder to 
access your Office 365 account.

Provide the following information:
• Organization Admin email
• Organization Admin password
• SharePoint URL (Organization Team Site)

Setting the Admin Impersonation

Before the first backup is run, please check that the Office 365 administrator has permis-
sion to impersonate the requested user. If the administrator doesn’t have those rights, data 
from some or all users will not be accessible, the backup will be partial and the log will 
show ‘authorization unsuccessful’. To rectify this you set the appropriate permissions for 
User impersonation on the Exchange Online server.
 
Log in as administrator at https://portal.microsoftonline.com/

Go to the ‘Exchange’ Admin section: 
In ‘Exchange admin center’ go to the ‘permissions’>’admin roles’ and choose ‘Discovery 
Management’
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On the ‘Discovery Management’ screen, ‘ApplicationImpersonation’ role should be added (+ 
button), and administrator as a member (result shown below): 
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adding ‘ApplicationImpersonation’ role: 

adding ‘admin’ as a member: 

After these steps, user ‘admin’ will have impersonation rights.
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Initial backup

When you login for the first time with a new account, you will be taken to the Cloudfinder 
Dashboard. Begin by going to the Users page and select the Office 365 users whose data 
you want to back up. Click the Save for backup button.

Depending on the size of the data to be backed-up, the process of the initial backup may 
take a while. Once it is complete, a confirmation message will appear on your Dashboard. 
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Inside Cloudfinder 2

Dashboard

The Cloudfinder Dashboard is the main location where you have a general overview of all 
selected options and jobs connected with your account. It has been divided in three sec-
tions:

• Your Cloudfinder account
• Recent activity reports
• Backup overview

Your Cloudfinder account

Currently, Cloudfinder supports Office 365, Google Apps, Salesforce, and on-premise data 
through Cloudfinder Connect. If your account is configured only with the Office 365 service, 
you’ll see only this service listed in the active services section.
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Recent activity reports

Here you can view the statuses of all recent jobs on your account and the time passed since 
the last backup job. The statuses of the recent Backup, Restore and Export jobs are shown 
in separate tabs, so you can easily switch between them.

As these sections show only the last 5 jobs, you can see the statuses of all the performed 
jobs (Backup, Restore or Export) by clicking on Reports in the main menu. Reports will be 
explained in detail later.

This option will present a backup history list containing brief details of all the backup jobs 
for your account.

Every record is a link to the details for the selected job, including specific information for 
the active services. If you only have Office 365 active in your account, the details will in-
clude information for that service only.
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Backup overview

The chart present detailed information about the types, exposure and sizes of all docu-
ments in the currently backed-up data shown in separate tabs. 

Clicking on the highlighted text will redirect to the Search page, listing all of the items that 
meet the selected search criteria, for example a specific object type. The Search function is 
explained in details in the next chapter.

Searching through Cloudfinder

The Search functionality is one of the core features of the Cloudfinder application, since it 
allows you to search through all of the backed up data. 

The easiest way to search for data containing a specific keyword is by clicking on the 
Search here field on the red banner at the top of the page. This banner is always located 
at the top of the page, so it is easily accessible, no matter if you are scrolling down a long 
page with many search results.

After you click on the empty field, you will see an empty search result list, which will be 
dynamically updated as you type your keywords. 
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Once the search results are shown, you can further filter the list by applying some of the 
available filters: 

• Type:
- Documents
- Emails
- Events
- Contacts

• Exposure level:
- Private
- Internal
- External
- Public

• User 
• Collections (folders, labels, calendars and ???)

You can also:
• Sort the search results by:

- Rank or 
- Date 

• Group the search results by Type

Note: The items available for selection in the filter’s drop-down menus depend on the backed 
up data. For example, if you do not have any events or contacts in your backups, these filter 
options will not be available for you under the type filter.

By clicking on any object in the Items found list, a detailed view of the specific object will 
be presented. This view also shows the available actions that can be done with the selected 
object, such as: 

• Restore
• Export
• Download
• View file

You also have the option of selecting multiple items from your search result list for bulk 
actions. 
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Advanced search options

Cloudfinder offers some additional options to perform an advanced search. To access the 
advanced search options, click on the Advanced Search bar.

This button will present two additional filtering options: 

• Date range
• Snapshot

If you select Date range the results will show objects that were included in the backups 
during the selected period. The start (From) and end (To) date can be selected by clicking in 
the From or To field. By clicking in the Date field, you can choose the exact date from the 
calendar that will appear.

With the Snapshot option you can choose the exact date from the calendar that will appear. 
After choosing the date, you can choose the hour and minute of the snapshot by navigating 
with the arrows. This will filter the shown items and present only the ones that were includ-
ed in the backup created at that time.

Download, Restore and Export

Download, Restore and Export options allow you to download a copy of any version from 
any object from your backed up data, restore it to any of the user accounts in your Office 
365 account or Export it as a zip-file. The steps to perform these functions are described 
below.

Download a single item

To download a single object from your backup, follow these steps: 
• Find the desired object using the available search options.
• From the search results list, click on the object you want to download.
• In the details page, choose the desired version of the object if there are more  

 than one.
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• Click on the Download button.
• Depending on your web browser settings, you will be either prompted with a  

 dialog to save or open the object or it will be automatically downloaded to   
 your default downloading location.

Restoring single or multiple items

To restore single or multiple objects from your backup, follow these steps:
• Find the desired object(s) by using the available search option
• From the Items found list, select the object(s) you want to restore.
• After selecting the objects, click on the Restore button.
• From the drop-down list select the service to which you wish to restore the  

 object(s). The Office 365 service will be the only choice if it is the only service  
 in your account. Otherwise, if you have multiple providers on your account (like  
 Office 365 , Google Apps, Salesforceor any other upcoming supported provider)  
 you will be able to choose from them.

• Select which user you want the selected objects to be restored to. You can also  
 choose whether to 

- maintain folder structure (documents), 
- maintain label structure (emails), 
- restore sharing permissions,
- choose a name for the folder you want the items to be restored to.

• Click on the Proceed button to start the Restore process.

Restore a complete user account

To restore a complete user account from your organization, follow these steps:
• Go to Users and select the user that you want to restore from the list. If it is a  

 long list you can search for the user in the Search for user field.
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• After selecting the user click the Restore user button to go to a dialog where  
 you can choose: 

- backup date & time,
- which items you want to restore (Mail, Contacts, Calendar, SkyDrive, Share-
Point),
- a user within your organization to restore to,
- whether to Maintain folder structure,
- whether to Maintain label structure,
- whether to Restore sharing permissions,
- a name for the folder where the backups will be restored to.

• Click on the Proceed button to start the Restore process.



Cloudfinder for Office 365 | User Guide

November 2013

15

Export single or multiple items

To download multiple items from your backup, follow these steps: 
• Find the desired items by using the available search options.
• From the search results list, select the items(s) you want to download.
• After selecting the items, click on the export button.
• In the new window, confirm the export by clicking the Export button again.
• The cerated zip-file can be found on the Dashboard, under Recent activity  

 reports or in the Reports page under the Export tab. 

Here, you have an option to:
- check the status of the export job,
- delete the exported file.

Note:  The zip-file is available for downloading 7 days after the export job was started. After 
that period, the file is automatically deleted.

Reports

On the Reports page you can see logs for all your activities. There are separate tabs for 
backups, restores, exports and audits. 

Backup and restore logs

The backup and restore tabs show the start and end time for the job, down to the minute.  It 
also shows the status: if it was completed or partially completed. Finally there is informa-
tion about for which service the backup or restore has been done. If you only have backup 
for Salesforce, then that is what it will say.
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Export logs

The export tab contains the same information as the backup and restore tabs, with the addi-
tion of a choice to download or delete the export.

Audit Logs

The Audit logs contain information about every action you do on your account, including: 
• time and Date when the action was performed,
• method of the performed action,
• the user (Username) that has performed the action,
• path to the API call for the performed action,
• IP address of the system on which the action was performed,
• the session ID in which the action was performed.
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Cloudfinder account settings 3

Settings

Clicking on Settings in the main menu accesses your Cloudfinder account settings. This 
page contains information related to your Office 365 account and billing information such 
as: 

• type of the Office 365 Plan,
• the Office 365 domain,
• admin user email,
• number of users included in the backup,
• the Office 365 services included in the backup.

In Settings you can also add other services to your Cloudfinder account, such as Google 
Apps and Salesforce.  30 day free trials are available.

Users

In the main menu there is a Users menu item. The page lists all the Office 365 users that are 
being backed up by Cloudfinder. This information is replicated on the Settings page in the 
form of the number of Office 365 users your account comprises.

If you click on a user you get information about the backed up content for this account. 
From this view you can click on any content type in the list to the right of the chart. This 
takes you to the Search page and an items list of the chosen content for this user.
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