Enterprise Traffic Protector (ETP)
from AT&T Content Delivery Network

An easy-to-deploy cloud solution requiring no new hardware or software to maintain. ETP helps to
proactively identify & block ransomware, malware, DNS data exfiltration, & phishing. It helps protect all
outgoing traffic against attacks by a cloud security platform that provides enhanced protection.

Potential Benefits Features
+ Improve security defenses & reduce attacks Enterprise Traffic Protector helps to:
+ Block malicious payloads in real-time » Block ransomware, malware, & phishing delivery
« Security for off-network & guest devices, plus traffic * Block Command & Control (C&C) requests
* Increase DNS resiliency & reliability + Protect against DNS data exfiltration, DNSspionage,
« Enhance direct Internet access performance pharming, trojans, & lexical attacks
* Reduce latency » Deploy advanced anti-virus & malware detection
« Protect with a cloud solution- no need for hardware for HTTP & HTTPS traffic
 Easy to configure — quickly deploy, provision, & scale * Provide In-line payload analysis & file scanning
* Minimize security management time & complexity
« Uniformly enforce compliance & use policies ETP helps to protect against
* Phishing * Pharming
ETP is compatible with AT&T Dedicated Internet (ADI), * Ransomware + DNSpionage
Software Defined WAN (SD-WAN), & Network Based + Malware + Portal access
Firewall (NBFW) as packaged offerings. Benefits of these * Spear phishing « Custom policies
options include: integrated provisioning & customer * Trojans * Blacklist
care; faster implementation; & more favorable pricing. « DNS data exfiltration * Whitelist
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Available ETP services AT&T delivers highly secure
networking solutions for
ETP Roaming ETP Advanced businesses based at home or
+ Extend protection to remote «  Add more comprehensive offices. We offer custom solutions
users & devices using ETP client traffic inspection capabilities for in Internet & Networking Services,
outbound traffic Cybersecurity, Cloud Solutions,
ETP +  Inbound traffic analysis & Mobility, Voice & Collaboration,
+ Protectinternet circuits from sandboxing (HTTP/HTTPS for Business. We also provide
malware & ransomware attacks traffic inspection) expert consulting & support to
*  Antivirus capabilities meet your needs.
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