AT&T Firewall Battlecard

AT&T Network-Based Firewall

AT&T Network Based Firewall helps protect your enterprise network by
providing a highly secure multi-tenant cloud-based firewall between AT&T
VPN Service and the public Internet.
Features & Benefits
* Allows you to set & manage:
* Configurable security policies across multiple platforms
* Unified Threat Management (UTM) functions
* Provides high availability infrastructure that is easily managed through:
o Self-service portal
o Centralized application of security policies across all locations
* Provides 24x7 monitoring & management by AT&T
* Eliminate the need for dedicated internet connectivity at each location
* Free your resources from day-to-day firewall management

©
How AT&T Network Based Firewall works Do
oo
0O

O
=

o Customer-Defined o Headquarters
Security Policy

— DD oo g

oo|o

% PR o T 22|82
AT&T Network Branch

Based Firewall
Internet

Remote Employee

AT&T Premises-Based Firewall

The AT&T Premises-Based Firewall Service is a fully managed offering that
provides customized next-generation firewall protection and security policy
enforcement of your network and critical assets.

Features & Benefits

* Enterprise class, scalable firewalls protect the perimeter at each customer site
* Unified Threat Management (UTM) capabilities

* Customizable policies allow or deny packets to pass through firewall

* Flexible security technologies to defend your network, servers, & applications
* Location-specific security policy, tailored to meet the needs of your user base
* Provides 24x7 monitoring & management by AT&T

Unified Threat Management (UTM Functions)

* Malware Scanning
* IDS/IPS
* Web Filtering
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