
Insider Threat Protection for the Modern Enterprise 
SOL U TION BR IE F

Legacy Insider Threat platforms rely on ‘person of interest’ identification and require 
time-consuming, full-time analyst interaction. This approach creates high levels of false 
positives, requires heavy endpoint agents that degrade performance, and does little to 
protect trusted employees who have been compromised or simply require more security and 
risk training. 

The modern enterprise is distributed, mobile and dependent on a vast set of employees and 
consultants to operate efficiently and effectively.  This dynamic operating environment 
requires more than firewalls, EDR, NDR and SIEM tools to keep data secure and employees 
safe.  The reason these solutions aren't effective in preventing Insider Threats is because 
they don’t take history, trends, and context into account. This leaves the questions of Who, 
What, When and How unanswered.  Enterprises need a new approach.

Insider Threat Protection with DTEX InTERCEPT answers all of these questions and more 
leading up to, and following, a potential Insider Threat event.  Powered by DTEX’s patent 
pending DMAP+ Technology, InTERCEPT continuously collects hundreds of unique elements 
of enterprise telemetry from data, machines, applications and people. 

DTEX InTERCEPT’s human-centric machine-learning anomaly detection capabilities 
synthesize this meta-data to baseline user/device activity and identify suspicious events 
based upon anomalies for an individual user, departments, and the corporation as a whole.
No more false positives.  Instead, only finely tuned notifications about suspicious deviations 
from usual activities that an analyst can use to quickly confirm, acknowledge and act on to 
stop data loss and employee exploitation.  

IDENTIFY MALICIOUS
INSIDERS 

PROTECT COMPROMISED
EMPLOYEES 

PREVENT DATA
EXFILTRATION 

KEY FEATURES
• Lightweight Meta-Data Forwarder 

• Real-time Cloud Analytics

• Dynamic Activity Risk Scoring

• Digital Forensics & Audit Reports

• Live, Interactive Dashboards

• Executive Reports

K EY BENEFITS
• Stop Malicious Insiders

• Protect Compromised Employees

• Prevent Data Exfiltration

• Identify Teachable Moments

• Eliminate Fales Positives

• Reduce Analyst Fatigue 

• Improve Endpoint Performance

• Maintain Regulatory Compliance

 
 

 
 

 

Summary User Investigation 
Dashboards provide full 
details of insider threat 
activity and intent, along with 
the full forensic audit trail.

Easily understand ‘Indicators of 
Intent’ by user across your 
organization to stop malicious 
insider data exfiltration and 
targeted external attacks 
against trusted employees.

Visualize insider behavior by 
stage on the InTERCEPT Threat 
Kill Chain and within the MITRE 
Attack Framework.
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We evaluated five solutions against a weighted 
criteria of 13 must-have capabilities including user 
behavior monitoring within specialty engineering 
applications and a collector that was invisible to 
employees.  DTEX InTERCEPT was the only 
solution that gave us those light-weight collection 
capabilities and the visibility we need to support 
our mission-critical operational requirements.”

Graeme Hackland
Chief Information Officer, Williams Racing

REQUEST A DEMO

Contact us today to schedule a demonstration
demo@dtexsystems.com 

About DTEX Systems

DTEX Systems is the world leader in Workforce Cyber Intelligence and committed to helping 

enterprises run safer and smarter. Only DTEX dynamically correlates data, application, machine, and 

human telemetry to stream context-rich user behavior and asset utilization analytics that deliver a 

first-of-its-kind human-centric approach to enterprise operational intelligence. Hundreds of the 

world’s largest enterprises, governments and forward-thinking organizations leverage DTEX to 

prevent insider threats, stop data loss, maximize software investments and deployments, optimize 

workforce productivity, and protect remote workers. DTEX has offices in San Jose, California and 

Adelaide, South Australia and is backed by Northgate Capital, Norwest Venture Partners, Wing 

Ventures, and Four Rivers Group. To learn more visit: www.dtexsystems.com. 

Insider Threat Management solutions are deployed to stop data exfiltration incidents including those initiated by a departing 
employee. The diagram below is a timeline representing common behaviors and actions involved in a data exfiltration incident.

How DTEX InTERCEPT Detects and Stops Insider Threats 

In this scenario, an employee has decided it is 

time to leave her employer. After signing an offer 

letter from a competitor, she begins to search and 

download sensitive documents across SharePoint 

and accessible files shares. The employee archive 

and encrypts these files, obfuscates the data and 

attempts to exfiltrate via USB, drop-box and 

his/her personal Gmail account. Through 

continuous data lineage profiling of every file 

accessed, moved or renamed, DTEX InTERCEPT 

understands that the SharePoint design files and 

the obfuscated PDF file are one and the same, and 

also a key ‘Indicator’ of malicious intent. Many of 

these steps occur while off the company network 

or VPN. DTEX records every activity in this 

scenario and stitches this information together 

into one user incident report for an analyst to 

investigate. ‘Indicators of Intent’ present 

themselves well before the full scenario plays out 

and allows analysts and the organization to stop 

exfiltration. 


