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Security that works together
A key component of the Cisco SecureX integrated platform, the Cisco SecureX threat 
response application helps security operations teams accelerate threat  
investigations and remediation.

Cisco SecureX threat response aggregates and correlates threat intelligence sources and data from multiple security 
technologies - Cisco and third-party - into a single view. Now as part of SecureX, unify your security experience 
with a customizable dashboard of operational metrics, and automate threat hunting and investigation workflows. 

You can simplify and accelerate critical security functions:

Cisco SecureX threat response

Detection

Find and confirm the most 
important threats faster.

Benefits

•	 Out-of-box integrations. Get more from your 
Cisco security investments when they are 
already working together.

•	 Designed for your Security Operations  
Center (SOC). Investigation and response 
capabilities combined into one convenient, 
efficient workbench.

•	 Save time and effort. Speed cyber 
investigations significantly and take corrective 
action immediately.

•	 No additional cost. Access to SecureX threat 
response is included with integrated Cisco 
security products. Start using it today -  
there’s nothing to buy.

Investigation

Easily determine where 
you’re affected and how.

Remediation

Respond immediately 
from threat response.
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How to buy

To view buying options and speak with a Cisco 
sales representative,  
visit www.cisco.com/c/en/us/buy.

Cisco Secure integrations

SecureX threat response integrates with the 
following Cisco Security products so you can get 
more value from products that work together.

•	 Cisco Secure Endpoint

•	 Cisco Secure Malware Analytics

•	 Cisco Umbrella™

•	 Cisco Secure Email

•	 Cisco Secure Firewall

•	 Cisco Secure Web Appliance

•	 Cisco Secure Network Analytics

•	 Cisco Secure Cloud Analytics

•	 Cisco Defense Orchestrator

Access intelligence anywhere 
Our browser plug-in quickly pulls indicators of 
compromise (IOCs) and associated verdicts from any 
webpage or browser-based console,  
Cisco or otherwise.

Automated enrichment 
Add context from Cisco security products and threat 
intelligence sources automatically so that you know 
instantly which of your systems were targeted and how.

Intuitive, interactive visualizations 
See the results of your investigations on intuitive, 
relational graphs and timelines for better situational 
awareness and faster remediation.

Incident tracking 
Tracking incidents is easier than ever. Collect and triage 
key incident data, so you can manage and document 
your progress and findings and share them  
across your team.

Next steps
Learn more about Cisco SecureX threat response. It’s easy to get started so you can 
begin your investigations today.

Third-party integrations 
Leverage your full security stack and get out-of-box 
interoperability with a rapidly growing ecosystem 
of technology partners. Automate data enrichment 
and response actions across your security tools with 
built-in and pre-packaged integrations from Cisco 
and select technology partners. Custom integrations 
are also supported via APIs.

Direct remediation 
Stop pivoting between multiple security tools in order 
to stop attacks. Take corrective action directly from 
the Cisco SecureX threat response interface - block 
suspicious files, domains, IPs or URLs,  
and isolate hosts.
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