
Avanan Cloud  Security 
for Office 365

Avanan offers complete, defense-in-depth security for Office 365, whether you use 
email, OneDrive, Azure or the full collaboration environment. 

Protect every email? inbound, outbound and internal. Prevent phishing and 
malware from propagating within your organization or spreading to your 
customers and partners. 

Check every file for malicious content using the most advanced sandboxing and 
active-content analysis in the industry. Quarantine threats before they are 
downloaded by your users. 

Identify confidential information and apply cloud-aware policies that keep it within 
a particular organization or work group. Your users can use the full power of Office 
365 collaboration while automated work flows enforce regulatory compliance, 
ensuring PCI, HIPAA, PII or other protected content does not stray.

If you are making the transition from Microsoft?s on-premise applications to the 
cloud, Avanan is the best way to ensure seamless security. Deploy instantly with 
the true one-click, cloud-enabled platform: no need for a proxy, appliance or 
endpoint agent. 

See our Office 365 securit y p ricing packages at  avanan.com /pricing
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THREATS

DATA SECURITY

GOVERNANCE

PHISHING
Avanan uses machine-learning models trained for 
each organization on every user's history to identify 
300+ indicators per message, catching what 
Microsoft's filter miss.

ZERO-DAY MALWARE & RANSOMWARE
Multiple real time malware, sandboxing, and A.I. 
active-content analysis tools work in parallel to 
identify malicious content in less time and with 
fewer false positives than any single product alone. 

ACCOUNT TAKEOVER/INSIDER THREAT
Avanan analyzes every user event across multiple 
SaaS, comparing historical behavior, anomalous 
activity and profiles of real-world breaches to identify 
attacks in real time.

DATA LEAK PROTECTION
Identify confidential data using industry- leading 
tools. Enforce regulatory compliance (PCI, HIPAA, 
SOX, etc.) across all your SaaS with cloud-aware, 
context-sensitive, policy work flows.

POLICY-BASED ENCRYPTION
Automate the encryption of sensitive files, whether 
shared internally or via email or public share without 
deploying new key infrastructure, using the protocols 
you already know and trust. 

CASB/SHADOW IT 
Identify risky cloud services your employees are 
using in the office, at home or connecting to your 
approved SaaS accounts? without redirecting traffic 
or using a proxy.

SIEM INTEGRATION 
Avanan correlates user and file events from all your 
SaaS, combining them with real-time  reports of the 
security stack so you can monitor the cloud with 
your existing SIEM.

"Issues are being remediated automatically by Avanan. 
Even when I?m getting notifications of breach attempts 
every day, I no longer have to panic." 

?Jeff Madsen, CTO, Alex Alternative Experts

http://www.avanan.com/pricing


Com plete Cloud  Securit y
The Avanan Cloud Security Platform offers the industry?s most complete cloud 
security solution with defense-in-depth capabilities to make your SaaS or IaaS both 
safe and compliant. Protects your users and files in most any cloud environment, 
from Office 365 to Gmail, Amazon to Azure.

Best  Of  Breed Technology
Avanan has partnered with over 60 vendors to provide the most advanced 
technology in every security category. We combine the tools from the largest and 
most trusted names like Check Point, FireEye and McAfee. We also seek out new, 
next-generation companies like Lastline and Solebit to stay ahead of the 
ever-evolving threats.

One-Click, Cloud-based  Dep loym ent
The Avanan Platform is based entirely in the cloud. Offering true 
Security-as-a-Service, we ?cloudify? pre-configured, zero-management versions of 
each vendor?s core technology and made them available at the click of a button. 
The Avanan Platform connects directly to each SaaS/ IaaS using native APIs? so 
there is no proxy or redirection of traffic? and because there is no software agent 
or appliance to install, it takes just minutes to deploy.

Avanan Cloud  Security
Product  Overview

See our Office 365 securit y p ricing packages at  avanan.com /p r icing
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The Cloud Security Platform

What  is Avanan?

Avanan is a unique cloud security solution that 
provides complete protection of all of your SaaS 
applications, using multi-layer security from 
best-of-breed vendors. All from a single dashboard.

How  does Avanan w ork?

Avanan cloudifies the security tools of the industry's 
leading vendors and connects these tools to the most 
widely used enterprise SaaS applications. With 
everything virtualized, implementing new security 
layers for your SaaS is now as easy as installing an 
app on a phone. 

By simply choosing the security tools from the 
Avanan security app store, you can deploy multiple 
security solutions across any or all of your SaaS 
applications with a single click.

Benef it s of  Avanan

Connects via API
100% visibility, with no need to put a gateway or agent 
between your users and their apps. No latency, no 
disruption, no change in user experience.

Pre-configured
We take our partners' latest software and wrap the 
core technology in the Avanan API, standardizing all 
their user, file, event and policy information.  We make 
cloud-native versions that are not available anywhere 
else.

Single License
You don't need to pay for each security tool 
individually. Avanan consolidates each vendor's 
individual licensing model into a single per-user per 
month subscription.

Standardized Universal Policies
Every SaaS has a completely different policy engine, 
each with its own rules and enforcement capabilities. 
With Avanan you can create one policy and apply it 
everywhere without having to do the translation.

Secure your cloud for as low  as $2.50  per user.

"No other cloud security product can possibly compete on 
technology. All the top names are on their platform."

?Justin Jones, VP, ITPS
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