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Configuring CrowdStrike:

Architecture:
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CrowdStrike Configuration:

The Management server must have access to the following URLS:

e https://falcon.crowdstrike.com
e https://falcon.<tenant-region>.crowdstrike.com/

Go to the CrowdStrike Falcon portal, at https://falcon.crowdstrike.com/, and execute the following

steps:

1. Open the Menu.

ﬁ Dashboards > Activity - Overview [] Q Search
{@} New detections Prevented malware by user SHA-based
Last7d
~ as ays
KN a9b89714chbe

2. Click on API Clients and Keys.

g Support > API Clients and Keys [ Q Ssearch
o =
CrowdStrike Store Support
All Apps News
Partner Apps Documentation
Context Enrichment Support Portal
CrowdStrike Apps Ideas

CrowdStrike Store Terms of Use  Tool Downloads

IAF’\ Clients and Keys I

Privacy Notice
Sitemap

Terms and Conditions


https://falcon.crowdstrike.com/
https://falcon.crowdstrike.com/

2> ITsMine” a" Microsoft 365

a. Add new API client. A dialog will appear.

\Q\ : 8 support > API Clients and Keys [ Q search

API Clients and Keys

OAuth2 API Clients (@ For all OAuth2-Based APIs @ Base URL: https:/fapi.us-2.crowdstrike.com (® Add new API client

Client name <&  Created & Last modified <  ClientID < Actions

No API clients found

Create and manage Falcon API clients here

i, Fill in the following details:
1. Under CLIENT_NAME, type itsmine_app.
2. Under DESCRIPTION, type;

This API client allows the integration of CrowdStrike Falcon
with the ITsMine platform.

3. Check the Read and Write permissions for Hosts.
i. The dialog table should contain the following information:

Add new API client

itsmine_app

ESCRIPTION

This API client allows the integration of CrowdStrike Falcon with the ITsMine platform|

AP| SCOPES

Read Write
Detections O O
Device control policies [l il
Hosts ] ~
Actors (Falcon X) L] —
-
CANCEL ADD

ili, Click on ADD.
iv. A new dialog appears, with the CLIENT_ID, SECRET and BASE_URL. Copy
those values. We will use them later.
b. The itsmine_app is created, and a new table entry is added.
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3. Go to ITsMine portal
a. Paste the CLIENT_ID, SECRET and BASE_URL into the corresponding fields in the
CrowdStrike configuration (Under Connections).

Connections *w. CrowdStrike Falcon ¥

b, Click on Submit.
4, Well done! The configuration is finished successfully. CrowdStrike connection is now set
up.



